Y cBiTi, ge 6inblUICTb MOXMBOCTEN 30CEPEAXEHI B MepeXi, OHMalH-
NPono3uLii MoOXYTb GYTU CMPaBXHiM NOPATYHKOM, 0CO6MBO AN MOJIOAI,
sIKa LWyKae croci6 3apobuTtu. MNpoTe, came TyT NPUXOBYHOTbLCA HeGE3MeYHi
NacTKW, IKi MOXYTb 06epHYTUCS He TiNNbKN BTPATOO rPoLLEn, a i
cepro3HnuMu npobnemMamm i3 3akoHoM. CboroaHi M1 NOroBop1MMO NMpo Tak
3BaHuUx “pgponiB” abo “rpowwoBux MyniB”, i Npo Te, IK He NOTPanuTK B IXHi
TeHeTa.

JIerxi rpoiuii oHJIauH MOXXYTbh 06epHYTHCH
TIOPMOIO: XTO TaKl ZIPOIMN 1 IK He
IIOTPAIIUTHU B ITaCTKY?

YaBiTb cO6i CMTyaUito: BaM NuLLIE HE3HANOMeELb Y coLianbHi Mepexi abo
HaAXoAMUTb NINCT Ha eNeKTPOHHY NowTy. BiH NponoHye NpocCTy BigganeHy
po60TY, IKa, 34a€TbCS, ifeanbHO NiAXOAUTb ANA CTYAEHTA Yn
CTaplioKnacHuka. Bce, L0 Bif Bac BUMaraeTbCs, Lie NpMnMaTy KOLWTHU Ha
CBOO 6aHKIBCbKY KapTKy Ta nepecunatu ix gani. O6iuatotb Big 5 000 go 10
000 rpuBeHb Ha Micsilb, NpauoBaTN — BCbOro KiflbKa XBUJIMH Ha AEHb, i,
HaWronoBHille, AOCBIA4 He NOTPi6eH. 3BYYMTb 3aMaH/IMBO, YN He TakK?

HacnpaBgi X, ue TunoBa nactka. Came Tak waxpai BepbytoTb gponiB —
noaen, aki gonomararoTb 1M nepekasyBaTu Ta “BiaMuBaTn” BKpaAeHi rpoLui.

XT0 Takuii qpon?

Jlpon — 11e JII0IMHA, KA JOOPOBITBFHO 200 Yepe3 He0Oi13HAHICTh MOTOIKYEThCS, 00 11
OaHKIBCbKa KapTa CTajla YaCTHHOIO 3JI0YMHHOI cxeMu. Uepes 11 paXyHKH MPOXOASTH IpOIi,
3100y Ti MIJISIXOM LIaxXpanicTBa, KiOEp3JI0UMHIB, TOPriBIli HAPKOTHUKAMU M JTI0AbMU. ['0710BHA
MeTa 3JI0YMHIIIB — 3aITyTaTH (iHAHCOBI ca1iiM, a IPOTN — JIKIIIE 3pYYHHIA IHCTPYMEHT Y
ixHiX pykax. Bonu € 0ydepom, sikuii BiaaiIsie maxpaiB Bij JpKepesia He3aKOHHUX KOIIITIB,
poOIIsTuM iX Maii’Ke HEBIIOBUMHUMH ISl IPABOOXOPOHHUX OPTaHiB.

Yomy ue HeOe3ne4yHO?

Jly»e 4acTo JI0JH, SIKi CTal0Th IPOIaMH, HaBITh HE YCBIIOMITIOIOTH, 110 BOHU CTalOTh
CMiBYYaCHUKaMHU 3JI04MHY. BOHM BipsTh, 1110 1€ JIETKUI 1 HEBUHHUHN CTIOCIO 3apO0iTKYy.
[Ipore, 3aK0H He 3BLILHSE Bill BiAMOBiIaJbHOCTI HABITh THX, XTO “He 3HaB”. He3HaHHS
3aKOHY HE 3BUIbHSE BiJl BIIOBIJAIILHOCTI, 1 [1€ MPABUJIO MPAIIO€ OE3/10TaHHO B IIbOMY
BUMAJIKY.

Ocb yoMy OyTH pOTIOM — L1 Ha3BUYaHO HEOE3eUHO:



e Jlpom He ’KepTBa, a CHIBYYaCHUK. Y 04yaX 3aKOHY BH € HE MMOTEPILIUM, a
MOBHOI[IHHUM YYaCHUKOM KPHUMIHAJIBHOI CXEMH.

e JlpomiB 3aTpuMYyI0Th NepmiMMHU. OCKUIBKH IPOII MPOXOIATh Yepe3 Ballll paxXyHKH,
BU € MEPIIOIO JAHKOIO, SIKY MOXYTb BiZICTEKHTH IPAaBOOXOPOHHI OpraHH.

o 3a Taki aii 3arpo:kyTh mrpadu, koHdickanis MaiiHa I HaBITh TIOpeMHe
yB’si3HeHHs1. KpuMiHanbHu# KoJieKke YKpainu nepeadadae cyBope MOKapaHHS 3a
BiIIMHBAHHS TPOLICH, OTpUMaHUX 3JI0YMHHUM IUIIXOM. Baie MaiiGyTHe Moxke OyTH
3pyHHOBAHE 3apay Mi3epHOT0 3apO0ITKY, SIKUI MPONOHYIOTH HIaxpai.

Koro naiiuacrime BepoyoTh?

[axpai MalicTepHO KOPUCTYIOTHCS BPA3IHUBICTIO JIOAEH 1 rpatoTh Ha TXHIX (hiHAHCOBUX
notpebax. Y rpymi pu3HKy ONUHSAIOTHCS Ti, XTO HAO1IbILE Tparue 101aTKOBOTO 3apO0iTKy
a00 3HAXOIUTHCA Y CKPYTHOMY CTQHOBHIIIi:

e MoJoab, CTY/IEHTH Ta Y4Hi. BoHM 9acTo 1IykaioTh ciocoou mia3apoouTu, He
Malo4u CTaOlIBHOTO JOXOMY, 1 MOXKYTbh JIETKO CIIOKYCHUTHCS Ha “JIETKi rpomi”.

o Ilepecenenui. JIronu, siKi OMUHUINCS B HOBUX YMOBAX 1 MOTPEOYIOTh MIBUIKUX
KOILITIB JJIs1 OOJIAIITYBaHHS, MOXYTh CTAaTH JIETKOIO MIILICHHIO.

o Jliogu 6e3 cTadiibHOrO 10X0y, 6€3podiTHI Ta conianbHO Bpa3auBi rpynu. Ixus
notpeda B rpomiax poOUTh iX 0COOTUBO CXWIBHUMHU JI0 PU3UKOBAHUX MIPOTIO3HUIIIH.

[axpai rpatoTe Ha MOTPeOi 3apoOUTH Ta OOIIAIOTH “30JI0Ti TOpU’” — caMe TOMY ISl cXxema
HACTUIBKM HeOe3MeyuHa 1 yCrinHa i HUX.

Sk po3mi3zHaTH MIAXpPalicbKy NPONoO3uLio?

Ha macts, po3mizHaTH TUIIOBI 0O3HAKH BepOyBaHHS JpOIa HE TaK Bxke i ckiagHo. Och Ha 110
BapTO 3BEPHYTHU yBary:

e IloTpiOHO JHUIIE “mepexka3yBaTH KOMITH” — 0€3 YITKUX 000B’A3KiB, TOCATOBUX
IHCTPYKIiK a00 KOHKPETHUX 3aBJlaHb, OKPIM (DiHAHCOBUX OTIEpalliii.

o Hemae Bumor 10 ocitu ado nocBiny. PoObotosasiii, siKi IIyKarOTh YECHUX
MPAIiBHUKIB, 3aBKI1 MAIOTh MIEBHI BUMOTH. BiICYTHICTh X Ma€e BUKIMKATH IT1103DY.

o ChiiIkyBaHHS JUIlIe OHJIAIH, 0e3 oco0ucToi 3ycTpiui. [llaxpai yHukaioTs Oyab-
SIKOT'O OCOOMCTOTO KOHTAKTY, 11100 YHUKHYTH BUKPHUTTS.

o Ilpono3uiisi 3By4YuTh HAATO BUTiIHO, 1100 OyTH NMpaBAoK0. SKII0 O0ILAIOTH 3HAUHI
rpoiri 3a MiHIMaJbHi 3yCHJUIA, 1€ Maibke 3aBXKI1U OOMaH.

o Bac npocsarte HagicaaTi GoTO KAPTKH, NacnopT ad0 HABITh NepeaaTn 0aHKIBCHKI
pexBi3uTH. Hikonu He HajaBaiiTe Taky KOH(IACHIIHHY iHpOpMaILlil0 He3HAHOMIIIM.
Lle Moxe OyTH BUKOPHCTAHO HE TUTBKH JUIS IIaXpaiCTBa, a i I KPaIiKKH BaIlTX
NEPCOHAIBHUX JTAaHHX.

o “PoOoTogaBensb” nuiie 3 NOMTOBUX aJpec 3BUYAHHUX NMOIITOBHUX ONIePATOPiB
(manpuknaa, Gmail, Ukr.net), a He 3 momnTw odiiiHOT KOMITaHii (HampUKIIa,
*(@company.com.ua).


https://zakon.rada.gov.ua/go/2341-14

Oco0nmBo OybTE 00EPEkKHI 3 TaK 3BAHUMHU “iHO3eMHHUMH KOMIAHISIMU”, SKi HE MAIOTh
o¢iniiiHoro mpeacTaBHUITBA B YKpaiHi. [lepeBipuTu IXHIO JIeraqbHICTh 3HAYHO CKJIAQJHIIIE, 1
caMme 4yepe3 HUX HalvacTille IpoXOoIsiTh MaxpaichbKi onepartii.

II{o poOuTH, IKIIO BH BKe MOTPANUIUA B NACTKY?
SIK110 BU BIKE MOTOIMIIHCS 200 Mi03PIOETE, 1110 CTAU IPOTIOM, He 3BOJIiKaiTe:

1. HeraiiHo npunuHiTh cniBnpanto. biokyiiTe Bci KOHTAKTHU 3 MAaXpasMH 1 OiIbIIIe
HIKOJIM HE BUKOHYHTE iXHI BKa3iBKH.

2. TloBigomTe B KiGepmnoainiro. Lle MojxHa 3poOUTH OHIIAIH, 3aJTUILUBIIN 3BEPHEHHS Ha
odimiitHoMy caiiti: https://cyberpolice.gov.ua. Yum mBuaIIE BU MOBIIOMHUTE, TUM
OlIbIIIe IIAHCIB HA PO3CIITyBaHHS 1 BUKPUTTS 3JI0YMHHOI CXEMHU.

3. 3B’sukiThCesl 3 0aHKOM, KAPTKY IKOT0 B BUKOpPHCTOBYBaJHU. [loBiqoMTe M mpo
mi03pini onepaiii, 1100 BOHKM MOTJIM 3a0JI0KYBaTH PaxyHOK 1 3al00IrTH MOAATBIIOMY
BUKOPHCTAHHIO BalllOi KAPTKU B 3JI0YMHHUX cXeMax. baHk Moxke HajgaTu Bam
JOJAaTKOBI PEKOMEH/IAIT Ta JONOMOTI'TH 3aXUCTUTH Ballli KOIITH.

3axucTuTH cebe BiJl 3Iy4eHHs 10 TAKUX CXeM HECKIIQIHO, AKIIO OYTH MUIBHUM 1
JOTPUMYBATHUCS TPOCTUX MPABUIT:

o 3apxau nepesipsiiTe, XT0 BaM NHIIeE i AKY KOMIAaHI0 npeacrasJse. [llykaiite
iH(pOpMallio PO KOMIIAHIIO B IHTEPHETI, epeBipsAiTe BIATYKH, ODILIHHIINA cailT.
SIKmio koMmaHist He Mae oiliiHOro MpeaCTaBHULITBA B YKpaiHi abo iHpopmarii mpo
Hel oOMalb, 1€ MPUBiA JUIs TPUBOTH.

e He morogxyiitech “npocTo nepecuaTu rpoumi” — e Bxe NPUBiA IS TiT03pH.
Konna neranpHa KoMImaHis He Oy/ie IMJIATUTH BaM 3a Taki MpocTi piHAHCOBI onepartii,
HE BHUMararouu peanbHoi poooTu abo kBamidikariii.

o Ilam’aTajiiTe: WIBUAKI rpomi 6e3 3ycHJib — e Maiixke 3aBKIH HIaAXPaiCcTBO.
CrpapxHst poOOTa BUMArae 3ycuiib, 3HaHb 1 4acy.

ByabTe nuibHi!

HagiTh sK110 Bam 1y’ke MOTPiOHI Tpollli, He MOTOKyWTecs Ha “poOoTy”, 1€ MOTPiOHO
BUKOPHCTOBYBATH CBOI OaHKIBChKI PEKBI3UTH Uil CYMHIBHUX orepauiid. Bu pusukyere
CBOEIO CBOOO/I010, PEITyTaIli€l0 Ta MaiiOyTHIM 3apa il KOPOTKOYACHOTO 1 HEJEeTaIbHOTO
npubyTKy. JIpomn — 11e He MPOCTO BUMAIKOBa pojib. Lle — kpuMiHaabHa BiiNMOBiAAJBLHICTD.

BepexiTh cebe Ta cBoi gani! He mo3BosnsiiTe maxpasM BUKOPUCTOBYBATH Bac Y CBOiX
OpynHux crpaBax. [lam’sitaiiTe, 110 Bama 0e3neka i 3aKOHHICTh — [1€ HalBa)XJIUBIIII pedi.
SIKI10 y Bac BUHUKHYTh CYMHIBH II0JI0 OY/1b-SIKOi OHJIAMH-TIPOTIO3UIIi1, Kpalle 3aiiBuil pa3
nepeBipuTH 1HPOpMaIito a00 3BEPHYTHCS 32 TIOPAJIOI0 10 JOPOCIUX UM (paxiBIiB.


https://cyberpolice.gov.ua/

